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Today’s agenda 

Digital disruption 

The opportunity & 
challenges 

Achieving digital 
resilience 

An executive 
discussion 
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Grow revenue opportunities with fast, personalized 
web experiences and manage complexity from peak 
demand, mobile devices and data collection. 

‘Resilience’ 
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Our world is changing 
Today’s state of the art, is tomorrows obsolete 

Rules are becoming much less certain 
To remain competitive we must evolve 

Be more flexible 
Respond more quickly 

…and provide a service that offers value 
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The revolution 

World’s largest taxi company owns no taxis 
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The revolution 

World’s most popular media owner creates no content 
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The revolution 

The most valuable retailer has no inventory 
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The revolution 

World’s largest accommodation provider owns no real estate  
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Grow revenue opportunities with fast, personalized 
web experiences and manage complexity from peak 
demand, mobile devices and data collection. Everyone and  

everything is  
getting connected. 



©2015 AKAMAI  |  FASTER FORWARDTM ©2015 AKAMAI  |  FASTER FORWARDTM 



©2015 AKAMAI  |  FASTER FORWARDTM 

Technology trends that are enabling disruption and innovation 
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Avoid data theft and downtime by extending the  
security perimeter outside the data-center and  
protect from increasing frequency, scale and 
sophistication of web attacks. 

The Internet: The Opportunity 

Data Centre 

Customers / Partners 

The Branch 

The Cloud 

Operational Simplification 
Gains in efficiency 

Speed to market & innovation 

Mobile  
Workforce 
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Avoid data theft and downtime by extending the  
security perimeter outside the data-center and  
protect from increasing frequency, scale and 
sophistication of web attacks. 

The Internet: The Challenges 

Data Centre 

Customers / Partners 

The Branch 

The Cloud 

Complexity 
Performance & reliability 

Security 

Mobile  
Workforce 
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Avoid data theft and downtime by extending the  
security perimeter outside the data-center and  
protect from increasing frequency, scale and 
sophistication of web attacks. 

We’re	
  s'll	
  solving	
  
yesterday’s	
  problems	
  
as	
  well	
  as	
  today’s	
  
and	
  trying	
  to	
  think	
  
about	
  tomorrow’s.	
  
It’s	
  complex	
  but	
  

somehow	
  
works…..just	
  

It’s a complex yet very fragile eco-system 
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Avoid data theft and downtime by extending the  
security perimeter outside the data-center and  
protect from increasing frequency, scale and 
sophistication of web attacks. 

A.B.C	
  has	
  killed	
  your	
  
perimeter!	
  	
  

Data	
  is	
  the	
  new	
  
perimeter,	
  but	
  we	
  
can	
  manage	
  the	
  risk	
  	
  

The perimeter as we knew it, is dead! 
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The nexus of innovation and connectivity 

Asia accounts for 
approximately 45% of 
internet users – 1.35 

billon users 

Asia accounts for 
approximately 70% of 
global attack traffic 

What alternative is there 
to connect your 

customers? 

The number of Internet 
users will surpass 3 
billion this year 
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Internet + Innovation = Growth 
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NOTHING 
IS SAFE 
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NOTHING 
IS SAFE 
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Grow revenue opportunities with fast, personalized 
web experiences and manage complexity from peak 
demand, mobile devices and data collection. 
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$400 Billion 
annual cost of cyber attacks 

and it’s growing at least 25% every year! 
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Web Attack Activity 
Q2 2015 
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Web & DDoS 

ATTACKS BY COUNTRY 

China 
51% 

US 
15% 

Brazil 
11% 

Germany 7% 

Russia 6% 
Taiwan 3% 

Netherlands 2% 
Ukraine 2% 
Indonesia 2% Ireland 1% 

Top 10 Source Countries  
(Web Attacks) 

Top 10 Source Countries 
(DDoS attacks) 
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Web attack vectors 

BREAKDOWN BY WEEK 

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 

Week 24 

Week 23 

Week 22 

Week 21 

Week 20 

Week 19 

Week 18 

Week 17 

Week 16 

Week 15 

Week 14 

Week 13 

 SQLi  LFI  RFI  PHPi  CMDi  MFU  XSS  OGNLi  ShellShock 
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10/1 9/30 9/29 9/28 9/27 9/26 9/25 9/24 

120,000+ 

UNIQUE ATTACK PAYLOADS 
Exploit 

Announced 
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DDoS Attack Activity 
Q2 2015 
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Denial-of-Service Attacks Growing in Size 

•  Modern attacks harness the scale of growing botnets 
–  While bots are growing in processing power 
–  And the cost of bandwidth decreases 

48 Kbps 

190 Gbps 

1.5 Tbps 

Panix (1996) QCF (2013) Predicted (2020) 
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249 

144 

106 109 

144 

210 

118 

157 145 
126 121 115 

April 3 April 4 April 8 April 9 April 11 April 18 April 24 April 25 April 30 May 1 May 4 May 18 

Attacks > 100 Gbps 

MEGA ATTACKS 
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April 3 April 4 April 8 April 9 April 11 April 18 April 24 April 25 April 30 May 1 May 4 May 18 
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2.9 Gbps 
4.2 Gbps 

9.7 Gbps 

7.8 Gbps 

13.9 Gbps 

6.4 Gbps 6.0 Gbps 7.0 Gbps 

Q3 2013 Q4 2013 Q1 2014 Q2 2014 Q3 2014 Q4 2014 Q1 2015 Q2 2015 

Average attacks require cloud 

AVERAGE SIZE 
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DDoS Extortion 
Growing trend in Q2 2015 
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1.  Motivation – DDoS attacks for ransom 

2.  Objective – obtain bitcoins as payment 

3.  Members – unknown 

4.  Resources – booter / stresser toolkits, DDoS-for-hire botnets 

5.  Knowledge source – publicly available tools 

6.  Victimology – bitcoin Ex / gaming sites to reputable business operations 

7.  Typology – publicly available DDoS toolkits plus rented botnets 

DDoS for Bitcoin 

THREAT COMPONENTS 
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Grow revenue opportunities with fast, personalized 
web experiences and manage complexity from peak 
demand, mobile devices and data collection. 

Scale │ over 200,000 servers │ six scrubbing centers │ more than 2,000 name servers 

Distribution │ 117 countries │ over 2,700 locations │ more than 1,300 networks 

Resiliency │ automatic failover within network │ multiple networks for independent services 

Akamai 
Intelligent Platform 

Globally distributed cloud platform 
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Grow revenue opportunities with fast, personalized 
web experiences and manage complexity from peak 
demand, mobile devices and data collection. 

DDoS │ always-on protection │ automated response within seconds 

WAF │ proprietary rules engine │ highly accurate │ no performance impact 

IP reputation │ hundreds of millions of IPs monthly │ customize policies based on risk of attack 

Integrated web security 
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Akamai 
Intelligent Platform 
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Grow revenue opportunities with fast, personalized 
web experiences and manage complexity from peak 
demand, mobile devices and data collection. 

DDoS │ people-driven response │ customized mitigation │ time-to-mitigate SLAs 

Data center │ hundreds of applications │ network infrastructure │ Internet bandwidth 

Flexible deployment │ always-on or on-demand │ 24x7 traffic monitoring 

Infrastructure protection  
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Akamai 
Intelligent Platform 
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Grow revenue opportunities with fast, personalized 
web experiences and manage complexity from peak 
demand, mobile devices and data collection. 

DDoS │ adaptive rate limiting │ white listing │ multiple redundant DNS clouds 

DNSSEC │ optional protection against DNS forgery │ Serve or Sign-and-Serve 

DNS experience │ high-performance DNS cloud │ zone apex mapping 

DNS protection 

©2015 AKAMAI  |  FASTER FORWARDTM 

Akamai 
Intelligent Platform 
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Grow revenue opportunities with fast, personalized 
web experiences and manage complexity from peak 
demand, mobile devices and data collection. 

Akamai 
Intelligent Platform 

Akamai 
Intelligent Platform 

Cloud Security Intelligence 

Visibility │ 15-30% of global web traffic │ every Akamai customer 

Data │ 80 million WAF triggers per hour │ 600,000 log lines a second │ 20 TB new attack data daily 

Analysis │ dedicated threat research team │ 8,000 queries a day 
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Avoid data theft and downtime by extending the  
security perimeter outside the data-center and  
protect from increasing frequency, scale and 
sophistication of web attacks. 

Security 
Maintain availability, protect data, 
and protect transaction integrity 
 

Building a Better Digital Bank Web Experience 

Performance 
Every millisecond matters 
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Security is a business issue 
with a technology element 

EXECUTIVE DISCUSSION ON SECURITY 
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Are we prioritizing our security investments 
correctly? 
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How do we know our security investments are 
improving our security posture?  



©2015 AKAMAI  |  FASTER FORWARDTM 

Are we focusing enough on protecting what 
matters the most? 
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How ready are we to respond to cyber attacks? 
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How do we know we have or haven’t been 
hacked, breached, or compromised? 
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Avoid data theft and downtime by extending the  
security perimeter outside the data-center and  
protect from increasing frequency, scale and 
sophistication of web attacks. 

Security needs to be tailored 

Organizational constructs 
 

Geography & culture 
 

Industry 
 

Resources & capabilities 
 

Technology adoption & 
maturity 

 
Process & how data is used 
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Avoid data theft and downtime by extending the  
security perimeter outside the data-center and  
protect from increasing frequency, scale and 
sophistication of web attacks. 

How much to spend to achieve resilience? 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 
1.0 

1.5 

2.0 

2.5 

3.0 

3.5 

4.0 

Source: Beyond Cybersecurity: Protecting your digital business 
ISBN: 978-1-119-02684-6  

IT security as % of total IT Spend 

Risk Management Maturity 

Punching 
above their 
weight 

The 
unprotected 

Well protected or highly 
concerned 

Throwing resources at 
the problem 

Median 2.2 
McKinsey’s survey – 3% 

Gartner – 6% 

Israeli Government – 8% 

Singapore Government – 10% 
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Pit of despair 
• Realization that security tools fail to reduce 

risk 
• Security is not as pervasive as originally 

thought 
• Re-think on how to leverage investment, tools, 

people, and process to achieve desired state 

 
 

Security Buyers Maturity Curve 

People & Process 

To
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Panic Scramble Pit of Despair Security as an enabler 

Panic Scramble 
•  Typically responding to a security incident 
• Need to make immediate security investments 
• Over reliance on technology with little 

understanding of complexities 

Security as a core process 
• Realize that security needs to be engrained in 

business processes 
• Dedicate more budget to security investment 
• Security processes are repeatable and 

consistent 
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Avoid data theft and downtime by extending the  
security perimeter outside the data-center and  
protect from increasing frequency, scale and 
sophistication of web attacks. 

Cyber	
  Resilience	
  

Prepare	
  –	
  Absorb	
  –	
  Recover	
  –	
  Adapt	
  

Digital Resilience – build a robust, strong and safe business 
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THANK YOU. 


